PEKOMEHJIAIIUU T10 IIPODPUJIAKTUKE MOIIEHHUYECTBA
C UCITOJIb3OBAHUEM METOJOB COLIMAJIbBHOM MHXEHEPUUA

1. ByzabTe oCTOPOKHBI C HEOKUIAHHBIMU COOOIIEHUSIMU HITM 3BOHKAMU.

OOpatuTe BHMMAaHHE Ha COOOIIEHHS WIM 3BOHKH, KOTOpBIE IOCTYHArOT
OT HE3HAKOMBIX WJIM MOJO03PUTENBHBIX HOMEPOB WM aKKayHTOB. bybTe 0coOeHHO
OCTOPOKHBI TIPU TOJYYEHUHM 3alPOCOB Ha KOH(PHUICHUMANbHYIO HH(OpMAIHIO,
TaKOM KakK MapoJIy UK JaHHbIe 0AHKOBCKUX CUETOB.

2. IlpoBepsiiTe TOJIMHHOCTH COOOIICHHIA.

Bmecto TOro, 4TtoOBl HE3aMeIJIMTENHHO JEHCTBOBaTH Ha COOOIIECHUE
C Tpoch0OH O MpeAocTaBlIeHUd WHGOPMAIMHM WM OCYIIECTBICHUM KaKWX-THOO0
NEUCTBUI, Bceraa MpOBEpsANWTE  MOUIMHHOCTH — cooOuieHus.  CBSKHUTECH
C OTHpaBUTEIEM 4Yepe3 Jpyrod KaHal CBA3M U yOeaurech, 4YTO 3alpoc
JNEHCTBUTENBHO MPUIIEN OT HUX, B TOM YHCIE C O(QULUATbHBIMU IPEICTaBUTEIIMU
OaHKa WM IPYTUX YUPEKICHUH.

IHomuuTe! B CBA3M C NMOBBIIEHHBIM PUCKOM MOIICHHUYECTBA M YTEUKHU
KOH(pUIECHIUATBHOW HH(pOpMaIuu, OaHK HE OCYHIECTBISCT HHGOPMUPOBAHUE
KJINEHTOB 4€pPEe3 MECCEHIKEPHI!

3. He noBepsiiTe HEHaIEAKHBIM CCBUIKAM.

Byabre 0COOEHHO OCTOPOXKHBI C HEHAJCKHBIMU CChUIKAMH, KOTOPHIE MOTYT
IIOCTYIIaTh YEPE3 MECCEHPKEPBI WM 3JEKTPOHHYIO 1ouTy. Hukorna He Kimkainte
Ha MOJ03PUTENbHBIE CCHIIKA U HE MPEAOCTABISIUTE CBOM JIAHHBIE Ha HEHAJEKHBIX
BeO-caiiTax. 9TO MOTYT OBITh BPEIOHOCHBIE TPOrPAMMBI UJIM YaCTh (PUITMHTOBOM
aTaky, HaIpaBJIEHHON Ha MOJIy4YeHUE BallMX KOH(UIEHINAIbHBIX TaHHbIX. BaxHO
o0ecreynuTh HAJAeKHYIH 3alUTy CBOMX YCTPOWCTB TYTEM YCTaHOBKH
aHTUBUPYCHOI'O IPOIPaMMHOT0 O0eCTIeueHusl.

4. OOGHOBIANTE MPOrpaMMHOE OOECTICUeHHUE.

PerynsapHo oOHOBIIsIHTE MPpOTpaMMHOE 00ECTIeUeHne Ha CBOMX YCTPOMCTBAX.
OOHOBJIEHHSI MOTYT COJIEP>KaTh UCIPABICHUS YSI3BUMOCTEHN, KOTOPbIE MOTYT OBITh
VCITIOJIb30BaHbI 3JI0YMBIIIJIEHHUKAMHU TPU COLIMAIBHON UHKEHEPHH.

5. OOyuaiiTe COTPYHUKOB.

[IpoBoguTe TPEHUHIM M CEMHMHApbl MO MPOTUBOJACHUCTBUIO COLMAIBHOU
WH)XCHEPUU JJIs BCEX COTPYIHUKOB, OCOOEHHO Te€X, KTO HMEET JOCTyM
K KOH(pHUAeHUUadbHOW uH(popMmanuu. Pacckaxute UM O pacHpOCTpaHEHHBIX
METOJAaX M TAaKTHKaX COLUMAJIbHOW HWHKEHEPHUM W HAyYUTE HX paclio3HaBaTh
Y IIPEIOTBpAIaTh ATAKU.

6. Oco3HaBaiiTe pUCKU U COXPAHSITE 3/IpaBbIii CMBIC].

Bcerna  momHMTe, YTO  COLMAJbHAs ~ WHXKEHEpPUS  HalpaBlieHA
HAa MaHUIYJSIUIO BalllUX SMOIMN WJIM CO3[1aHUE CHUTyalud, KOTOpPHIE MOTYT
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BBITJISAJIETh COBEPIIEHHO peaibHbIMU. OCO3HABANTE PUCKU M COXPAHSITE 3/1paBblil
CMBICT, TMPEXKJIE UYeM MPEAOCTaBIATh KOMY-THOO  KOH(UICHIMAIBHYIO
MH(OPMAIUIO UK COBEPIIATh Kakue-11u00 (PMHAHCOBBIE OIEepaIuu.

7. Hcnonp3yiite MHOTO(DAKTOPHYIO ayTEHTH(PUKAIIHIO.

Bxitounte MHOroakTopHyr0 ayTEHTH(UKAIMIO B CBOMX MECCEHKepax
U JIPYyTUX OHJAWH-TUIaTPopMax sl JTOMOJHUTENBLHON 3alIUThl CBOETO aKKayHTA.
OTO0 MOXKET BKJIIOYaTh KOJIbI MOBTOPHOM MPOBEPKH HAa JIPYTHX YCTPOWUCTBAX WIIH
C UCIOJIb30BaHNEM OMOMETPUYECKUX JAHHBIX, TAKMX KaK OTIEYATKH MaJbIeB WU
pacrno3HaBaHue JiMla. B ciydae, ecnu 3M0YMBIIIJICHHUK IMOMBITAETCS TMOJIYYUTh
JIOCTYTI K aKKayHTY, OH CTOJIKHETCSI C JIONOJHUTEIbHBIM YPOBHEM 3aIUTHI.

8. IlpoBepsiiTe HacTpONKH KOH(PUIECHIIMAIBHOCTH, YTOOBI YOSAUTHCS, UYTO
Ballla JIMYHasg UH(QOpMaIUs 3allUIIEHa.

KonTponupyiite, KTo MOXKET BUJIETh Ballll JaHHbIE U YOEAUTECH, UTO TOCTYI
UMEIOT TOJBKO T€, KOMY JIOBEpsETE.

9. HUcnonp3yiiTe misd KaXAOW Y4YETHOW 3allMCH YHUKAJIbHBIE MapOJH
¥ HE HUCIIOJIb3YHTE OOIIHE MapOH JIJIs pa3HBIX CEPBUCOB.

OTO NOMOXET YMEHBUIUTh PUCK B3JIOMAa M COXPAHUT Bally JHYHYIO
uH(dOopMaIuio B 0€30M1aCHOCTH.

OCTOPOXHO
MOLUEHHUKWU




